Access Rights Mark Scheme
1. (a) 
Different users require different information

Information is sensitive/confidential and should only be available to those who need it

Secretary may need contact information

College nurse may need medical information

Subject tutors may need academic information

Personal tutor needs social information

Principal can see all (but medical information)

Students allowed RO access to their own record

Technician allowed to alter structure but not to see data

(1 per point, max 4) 
(4)

(b) 
Passwords arranged as ...

hierarchy...

to verify user ID

User ID identifies areas available to user

Particular machines allow different access

Physical precautions like locking doors/keyboards

Encryption of information

Physical identifiers (fingerprints, iris recognition)

NB: Rights not assigned to passwords

(1 per point, max 4) 
(4)
2. - different workers at the centre need access to different information

- doctor needs access to medical histories

- receptionist needs access to general information

- access can be of different types / RO and RW

- dependent on seniority / need to amend data

- some data is particularly sensitive and needs to be properly protected

- access controlled by passwords

- physical control of what can be seen through different machines and…

- specific times during the day/week when it is available to see/amend

- access rights determined by

- passwords / which machine used / user IDs…

- lead to different HCIs giving different views of the data

- sensitive files encrypted

- human right of privacy

- could be serious consequences (loss of job) if information became known

(1 per -, max 6) 
[6]
3. - Passwords

- Encryption

- Firewall

- Screen cables

- Use fibre optics

- Microwave links

- Secure channels

- Entry codes to rooms

- Any physical check (palm, eye) – monitor personnel in building

- Monitor system access

- Hierarchy of passwords

- Physical locks on computers

- Duplicate processors/servers

- Back ups

- In a different place

- RO files

- Use of packet switching rather than circuit switching

- Use of anti-virus software

- Locking RW privilege to files

(1 per point, max 9) 
(9)
4. Data:

- Personal contact details

- Financial details/credit card numbers/account numbers

Problems:

- Details of cards not typed in/communicated accurately

- Hackers attacking communications

- Hackers attacking customer/order database

- Workers misusing data

- Data being distributed, leading to unsolicited communications

- Some potential customers could be put off by worries about use of data

Solutions:

- Use a firewall

- Use packet switching not circuit switching

- Validation of data input e.g. check digit

- Verification of communication e.g. Parity

- Encoding data/encryption

- Digital signatures

- Passwords to enter database

- Workers subject to data protection legislation/confidentiality contracts.

- Company publishes code of conduct to increase confidence of users.

- Workers not allowed portable storage devices.

(1 per -, max 8) 
[8]
5. (a) - Makes messages unintelligible

-Provides security for data by making it impossible to understand

-Key used to encrypt data and another to decrypt it

-Use of public and private keys

(b) - Method of ensuring that message is from the person it claims to be from

-Use of digital signature created using

-private key which can only be done by owner of key

-Digital certificate from authority to authenticate author of message

(1 per -, max 6) 
[6]
















